National Health and Social Care
Strategic Information Governance Network

N O T E S


17 April 2019 


VC across Trevelyan Square (Leeds), Skipton House, (London) and Skype


	
	
	
	

	No.
	Subject
	Action

	
	
	

	1.
	Welcome, introductions and apologies

Present:
· David Bennet, South East London
· Jan Boucher, London
· Wendy Craig
· Raz Edwards, West Midlands
· Andrew Harvey, Sussex (Chair and Notes)
· Diane Gravett, Wessex
· Louis Lau, Surrey
· Andy Mellor, East Midlands (Notes)
· Sue Meakin, Yorkshire & Humber
· Rukhsana Mian, Data Sharing and Privacy Team, NHSE
· Dawn Monaghan, Data Sharing and Privacy Team, NHSE
· Barry Moult, East of England
· Yvonne Salkeld
· Jamie Sheldrake, Kent and Medway 
· Jenny Spiers, Greater Manchester (Deputy Chair, Chairing this Meeting from Leeds)
· Clive Star, Solution Lead Architect Infrastructure, NHSD
· Penny Taylor, South West
· Hayden Thomas, Informatics Transition Programme Manager, NHSE

Apologies:
· Heidi Doubtfire-Lynn (being represented by Diane Gravett)
· Beatrice Jamnezhad
· Cora Suckley (being represented by Ashton Flavell-Irving)
· Adam Tuckett 
· Sarah White
· Anne Woodhouse (being represented by Andy Mellor)

	
	
	

	2.
	Notes of previous meetings and matters arising

Amend spelling of YS’s name in 02/2019 minutes, otherwise agreed as accurate.

No. 9 should read NDG, needs amending.

GP SARs and joint controllership to go onto next agenda (Adam Tuckett leading).
	

	
	
	

	3.
	Recording of consultations

Issue raised by AH and confirmed as being raised the following day by him to the UKCGC.
	

	
	
	

	4.
	Sharing PCD for secondary uses 

Flagged that Sussex SIGN has put together an information paper around sharing personal data for secondary use. AH flagged that this has been shared with DM’s team and a number of bodies, but it has not been formally signed off.  Andrew is happy to share, but with caveats regarding the status of the guidance document (included within the Agenda pack)
	

	
	
	

	5.
	ISAs and indemnity clauses

Deferred to next meeting.
	

	
	
	

	6. 
	DSPT feedback

In Sussex SIGN reviewed the DSPT line by line basis to critique it and feedback to NHSD. AH invited comments on this because NHSD are seeking feedback and looking to issue revised version for next year, but we need to bring influence where possible to the DSPT questions that are being asked. 

John Hodson has provided a brief update, read out by AH, but was not in attendance:  

· All NHS Trusts completed the toolkits.  
· 26,000 submissions. 
· Many organisations have submitted improvement Plans (approx. a third of Trusts), which were currently being reviewed 
· There is a spreadsheet listing those organisations that have submitted. There will be a web-style public view of that information soon, with 2019/20 version due 26/05/2019.
· Organisations can still update their evidence, unpublish and republish their 2018/19 toolkit.  
· Questions were raised as to whether action taken now against a ‘failing’ in the 2018/19 DSPT and whether this counts against 2018/19, 2019/20 or both?  
· CQC Inspections will take account of DSPT information going forward, and a few headline changes flagged.  
· Concern raised that CQC might be focusing on non-compliant organisations rather than looking at those that claimed compliance without necessarily having an accurate and fully evidenced toolkit in place.
	

	
	
	

	7.
	MDT guidance

Deferred to next meeting.
	

	
	
	

	8. 
	Brexit

DM reported that a number of work streams set up, but data only included late in the programme. Support provided to DH and Brexit Team around 10/2018 around IG and implications from Brexit. Since then big focus on the implications for the NHS in particular arising from a No Deal exit. From a data perspective, key risk identified was around a DC in EEA sending data back to the UK. From a data point of view, data circulated on in 12/2018, with some further guidance in 02/2019 – again focusing on scenario if a No Deal exit. 

EU Exit Team currently stood down, but a lot of work still required to understand the implications and work required / guidance to be issued between now and 31/10/2019. 

Party line is still to carry on as if a No Deal, until further political certainty emerges. Query why this is necessary if parliament has determined that there will not be No Deal.  The view is that until we have a deal, we have to plan for the worst case scenario, and that remains no deal.

Party line is that much of this work (understanding data flows etc.) should already have been done, so message is to ensure that organisations have completed the process and all that they were advised to do in 12/2018 and 02/2019, even recognising that No Deal is highly unlikely, but to ensure that they are prepared for ‘every eventuality’.  

Query raised around the new NHS Standard Contract which organisations are being told to include within contracts with third party organisations including those outside the UK. Some restrictions at the moment around what is available and status for release of information and guidance, which is being negotiated between DM & RM, and DH/ DHSC.

SIGN / AH raise formal concern re DCMS etc. not being willing to share list of 18 suppliers being dealt with re EU data processors.
	































AH

	
	
	

	9.
	NHS Apps

RM confirmed there is a process in place for NHS Apps, and with NHSX formation, the digital era is very much here and we are expected to work within the NHS App Terms and Conditions.  There is a library on the website that sets out all NHS Apps, and the key issue is for any local Trusts to be aware of the apps that they use and if they have any queries then there should be a formal process to follow.  

BM highlighted a risk that his concern is those apps that organisations might be procuring / obtaining locally that are not on the official white-list, but which will inevitably be installed and used.  What are the standards and considerations that should be followed when assessing these local apps – currently left to local consideration, and as a result individual Trusts are applying their own standards.  RM indicated that this is likely to come under NHSX and would hope that guidance would emerge potentially once NHSX is up and running, but there is a view that this should be for local organisations to go through a proper process and determine whether an app is appropriate.  Concern from SIGN Group that this lack of guidance is not helpful – and where BM has looked at some examples locally, an app might be in use, but checking the Privacy Notice and detail of the vendors in more detail, this creates concern around the appropriateness, rigour and transparency about the App – e.g., what it is collecting, what permissions it might have, what data is actually being processed etc.  General concern from the group that waiting for NHSX formation and potential subsequent guidance is not a clear answer now.

Flagged that there is a document / assessment tool on the website that can/ should be completed when assessing an App; question raised whether this had been completed by anyone around the room, and also suggested need to engage with NHS Digital around this – and a question posed that when carrying out an assessment, IG Professionals can look at privacy notices and IG considerations etc., but does a local Trust have the skills and Cyber Security expertise to actually review and identify if it did have an App that contained malicious code or vulnerabilities?

Need to find out who within NHSX taking lead on providing guidance?
	



































RM

	
	
	

	10.
	What is NHSX?

DM outlined that NHSX has not formally launched yet, and will launch on 01/07 2019, but it had a soft launch in 04/2019. There is a website. The key purpose is to improve patient care through use of technology.  NHSX will comprise some teams from NHSE, NHSI and DHSC. Currently an interim leadership team in place, working directly to the Sec of State.  When formally launched, Matthew Gould (CEX of NHSX) will be the route of reporting for NHSX.  25/04/2019 awayday for those involved in NHSX which will put some flesh on the bones of what NHSX will be expected to do and achieve. Optimism and expectation that NHSX will be more agile than current and traditional NHS bodies. NHSX will set national policy, including data sharing and transparency (not just technology). Responsibilities will also include setting standards, eg on user experience and IG. 

Still questions around the relationship and communications from and between IGA, NHSD and NHSX. Between now and 01/07/2019, business plans and priorities are being submitted and worked through.

Still in abeyance around where IGA will sit within NHSX.  This will be clarified and announced on 1 July, but anticipating being within NHSX.
	

	
	
	

	11.
	NHSmail / secure emailing

Presentation from Clive Star, NHS Digital.

Presentation slides embedded below.

Note that around 80% of emails received are dropped as spam – that’s 800 million out of a billion emails received each month.

Discussion around forensic investigations where information requested from NHS Mail, and the application of disproportionate effort.  DM expressed a view that if you can technically get the information, you should.  At the point you have the data, it is then a matter of judgement by the DPO whether the volume of information and work required might be a matter of disproportionate effort.

Re secure email, secure email will include NHSmail, Gsuite (Google) and secure.nhs.uk.  The secure.nhs.uk was introduced because although cumbersome, it is clear what it is.  Organisations have until 31/03/2019 to meet the secure email standard – intention is that at this point, all organisations will be secure and so NHSD will drop secure.nhs.uk as it will be assumed that all nhs.uk addresses will be secure.

Re secure email configuration, email from NHSmail to 43,000 domains typically each day.  91% accept TLS and 100% of emails to gov.uk accept TLS.  Only 40% of NHS emails accept TLS, generally because nhs.uk email systems have not been configured properly locally.

CS to raise issues around Forensic Investigations of NHSmail to AH and internal DPO. Link in with RE / DM / AH / Clive / NHSD DPO. AH arrange external meeting with CS re what is secure when sending email.



	




























AH / CS

	
	
	

	12
	Broader IG training going forward

Confirmed that there is nothing further from the centre.  Question for SIGN, what does the group do about this? YS flagged that their local group is looking to provide some form of training that would be applicable across the board for different types of organisations (Northumberland, Tyne and Wear).

There is a general view that we can save the NHS money by drawing on the experience that we have rather than paying to develop/ secure something externally – noted that this would still provide cross-pollination of ideas and approaches across the group.  Also flagged that GCHQ also have various training material available which people might like to look at and use?
	

	
	
	

	13. 
	Genomics Medicine Service update

Presentation from Hayden Thomas, NHS England.

Looking to put all genomics data within one place – will be a national system in place.  There is a need for Trusts to understand the process, to have proper agreements / documentation in place, but importantly to understand where your liability ends. E.g. for cancer cases, intention that in future there will be a genomics test to explore whether there are genetic factors. Want to offer every patient that has a genetic test the opportunity to participate in research. HT is asking SIGNs to help inform/ support data sharing agreements between NHS Trusts and the Genomics Medicine Service.
	

	
	
	

	14. 
	IG journal

Brief update that this is moving ahead, and watch this space. First issue unlikely to be more than a few academically written articles to turn the focus on various IG issues.  Will welcome people that want to be involved, but won’t be paid for and any content will be peer reviewed by others before publication.
	

	
	
	

	15.
	Any other business

1. ICO Bounty fine: 
DM gave an overview of the case and £400k fine (under DPA98). The relevance to SIGN is that there is concern at highest government level as to why / how a commercial company was allowed to interact with NHS Trusts and get information from / re patients around maternity, in particular at a time when the data subjects might not be in a calm / fit state of mind.  There is a concern (entirely anecdotal) that Trusts are making money off the back of this, from commercial arrangements. Some organisations are receiving money, yet clear contracts/ data sharing agreements not yet in place.  FoI requests could be coming in now (including from journalists) wanting to delve into this area. DM is seeking feedback in terms of ‘what guidance do you expect from NHSX’ in this area.  What are your concerns, and in the context of working with commercial organisations, what are the things you need to consider and what are you doing that might put you at risk.

Feedback to DM what is required in guidance re working with companies like Bounty. Ask for feedback from individual SIGNs.

2. Meeting length
Agreed that meetings should be extended to 4 hours duration.
	

















All

	
	
	

	16.
	Date of next meeting

Confirmed as 18/06/2019.
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Service Offering

APIs

Training & Guidance

NHS Directory

Mobile Device

Management

Administration

Self-service Portal

Data Retention

Top-ups

6GB, 10GB, 25GB
Mailbox

Secure Email
Gateway

Insecure Email
Gateway

4GB Mailbox

Dial-in Conferencing

Audio & Video 

Calls / Conferencing

Presence
Management

Instant Messaging

Exchange

Skype for Business

Additional Support Services

KEY FEATURES

COMPONENTS

CORE SERVICE

TOP-UP SERVICE

Office 365

HYBRID
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The NHSmail Skype for Business service offers core (free to local organisations) and top-up (funded by local organisations) features. The illustration below outlines the features: 



NHSmail Skype for Business

Dial-in Conferencing (PSTN Conferencing)

Audio & Video Conferencing (A&VC)

Instant Messaging & Presence (IM&P)

Send/receive instant messages and view presence of other users

Dial-in to a conferencing call via a telephone

Core

Top-up

Desktop/screen sharing

Audio and video conferences (no dial-in)

Peer-to-peer audio and video calls

The feature set can be built up depending on the requirements of your users; for example, a user could be provisioned with Instant Messaging and Presence only or with Instant Messaging and Presence plus Audio and Video Conferencing. A more detailed overview is available in the NHSmail Skype for Business Service Description Document. 









A more detailed overview is available in the NHSmail Skype for Business Service Description Document. 

Link: https://s3-eu-west-1.amazonaws.com/comms-mat/Training-Materials/Guidance/Skype+for+Business/SfBServiceDescription.pdf 
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Story to Date

Skype for Business provides a common national platform for Instant Messaging and Audio/Video Services.

Skype for Business Federation enables interaction between NHSmail users and third parties.

Calendar Sync enables sharing of availability information between NHSmail users and third parties.

National Administration Service launched to on-board and support Pharmacy, Dentistry and Social Care.

Enables integration between NHSmail and Office 365 Services. 

SkYPE FOR Business Live

SfB
Federation

Calendar 
Sync

National Admin Service

Office 365 Hybrid

1

2

3

4

5
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NHSmail User

Accesses NHSmail 

Portal





NEW SERVICES

ENABLE O365 SERVICES



PORTAL SWITCH ON FOR O365 SERVICES































DESKTOP PRODUCTS AVAILABLE





HOSTED ON-PREM EMAIL & SKYPE

















BRING YOUR OWN LICENCE…





SUBMIT LICENSES









NHSmail O365 Hybrid Service Overview

Organisations can procure and allocate their own O365 licenses to the NHSmail Hybrid service. Licenses will be allocated and ready to assign to users within the NHSmail Portal within days of raising the on-boarding request with Accenture.
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HYBRID RELEASE  2







Enable additional capability in the Hybrid service such as Guest Access, MS Project Integration and emblement and management capability of Flow and PowerApps

Q1 2019



Application enablement; Flow, PowerApps, Project Online, PowerBI Premium, Teams connectors and bots

Azure B2B Guest Access; enablement of guest access reviews

Reporting Features; DLP and label classification reports in NHSmail Portal, MFA quota management

ROADMAP ITEMS FOR ENABLEMENT IN HYBRID 2









O365 HYBRID BETA PILOTS



O365 HYBRID GENERAL RELEASE











July 2018 – August 2018

September 2018

























NHSmail O365 Hybrid Roadmap
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IG Capabilities - Service

Improving security, User Experience and Cross-Sector Collaboration

Fully managed service – regular patching, security vulnerability scanning and BCDR testing

Designed to operate internet first with zero trust networking

Mobile devices have security policies applied to them that Organisations can make even more secure if they wish

Mobile devices can be remotely wiped

Many accreditations

Multi layer mail hygiene with Advanced Threat Protection (zero day exploit detection)



















IG Capabilities – User Management

Improving security, User Experience and Cross-Sector Collaboration

All accounts are created and managed locally

Via a Portal 

Via local Active Directory

Via email csv submission

All local administrators have to access via Multi Factor Authentication 

potential to expand to users

By default legacy protocols are off (POP/IMAP/SMTP) - Local Administrators can enable users

End users can unlock their own account or reset their password if forgotten

Local Administrators can also

enable different mobile device policies

set default free/busy sharing in the organisation and across NHSmail (F/B only or details)

Authenticate a user

Set users out of office

Disable an account with an administrative note for others to see why













Mail Hygiene

National Health and Social Care

Strategic Information Governance Network

April 2019













High level overview

Slide presented showing how the system operates and how it removes significant volumes of spam to both nhs.uk and nhs.net addresses
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Zero Day Detection

Slide presented showing how the system operates and how it removes significant volumes of spam to both nhs.uk and nhs.net addresses









Forensic Auditing Capabilities

National Health and Social Care
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April 2019



















IG Capabilities – Forensic Auditing

Improving security, User Experience and Cross-Sector Collaboration

180 days of Forensic Auditing on email exchange, skype for business and administration actions – full details

2 years of email message summaries (from, to, date, subject)

Mailbox Snapshot full copy of the mailbox at the time of request



Audit Report is available to all LA’s directly to run their own queries



















Forensic Investigations - Requesting Access

Improving security, User Experience and Cross-Sector Collaboration

Detailed in the policies at:

 https://digital.nhs.uk/services/nhsmail/nhsmail-policies#data-retention-and-information-management-policy



In essence a request from HR Director/CEO to 

feedback@nhs.net from the Organisation the account 

resides/resided in during the investigating period



Typically takes 5 – 10 days on a first come first served basis



Not designed to support requests where a disproportionate

effort would be required to retrieve and process the data

























Last Login Information

Improving security, User Experience and Cross-Sector Collaboration

End User access to Last Login Information –  Users will be able to see logons from the last 7 days on their profile page within the Portal to help highlight any unusual login activity on their – account (due for release in the next few weeks).

Local Administrator access to Last Login Information – Local Administrators are able to look up logons from the last 7 days for a user on the edit user page. 





Screen of login history presented













Secure Email 

(Health and Social Care/Government)
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Recap: NHS Email Domains

		TLD		Service

		nhs.net		NHSmail service. Centrally provided/ managed secure email service used by 1.3 million staff

		nhs.uk		Unaccredited locally run NHS email service

		secure.nhs.uk		Accredited locally run email service
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Secure Email Standard

Designed to support a minimum level of cross system trust and Internet First

All NHS organisations required to meet the secure email standard 

Very few have citing ISO 27001 as a barrier

Secretary of State in December announced an increased drive for adoption to help get away from fax machines and post

The standard was updated last week and now gives Organisations the opportunity to use either the data security and protection toolkit or ISO 27001 as part of their assessment

Longer term the aspirations are for the .nhs.uk relay service to be retired and secure.nhs.uk dropped on the basis that all locally run email services will have met the standard by 31 March 2020 (extended from Sep 2017)
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Meeting the standard

NHSmail

Office 365

Self accreditation



https://digital.nhs.uk/services/nhsmail/the-secure-email-standard



https://digital.nhs.uk/data-and-information/information-standards/information-standards-and-data-collections-including-extractions/publications-and-notifications/standards-and-collections/dcb1596-secure-email
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Why Opportunistic TLS

Almost all mail systems accept TLS connections

The risks associated with not delivering time sensitive email

Enforced TLS only protects the first hop with no assurance of end to end encryption as well as risks of MX hijacking

Many organisations do not have 24/7/365 support in place for rapidly addressing TLS issues with partners

Managing per domain enforced TLS connections is not scalable or sustainable

Who has the ability to intercept the email?











A Day In The Life Of Opportunistic TLS

Email sent from NHSmail to 43,000 domains

91% accepted TLS

100% of *.gov.uk accepted TLS

Data on nhs.uk presented



















Sharing Sensitive Information

Improving security, User Experience and Cross-Sector Collaboration

		Updated Guidance recently issued with support and endorsement from Secretary of State

NHSmail (*.nhs.net)
Across Health and Social Care
Across Government
To any other system

NHSmail Instant Messaging

		









https://support.nhs.net/knowledge-base/sharing-sensitive-information/















NHSmail sending sensitive 
information quick Guide


These domains are secure ( no further action)

nhs.net

secure.nhs.uk

gov.uk (no longer needs to be gsi.gov.uk)

cjsm.net

pnn.police.uk

mod.uk

parliament.uk



Put [secure] in the subject line if sending personal confidential data or sensitive information to 



nhs.uk (if it doesn't end in secure.nhs.uk)

any other email address



Always check your local organisation policies and processes on sharing personal confidential data and sensitive information first which will take precedence over this guidance.

 

See more detailed guidance at https://portal.nhs.net/Help/policyandguidance 





















Cross Government Emailing

Historic “secure” government email domains have now been retired to move to gov.uk

gsi.gov.uk

gse.gov.uk

gcsx.gov.uk

…

The PSN Vodafone email relay is being decommissioned

Government departments are moving their email routing and in many cases their email services to the Internet

GDS are updating guidance to reinforce the message on using TLS, SPF, DKIM and DMARC

Different risk appetites = no white list
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Government Domain Guidance

The government domains are: 

.gov.uk for local and central government

.cjsm.net and .pnn.police.uk for Police/Criminal Justice 

.mod.uk for Ministry of Defence

.parliament.uk for Parliament 

Any government run email service has a statutory requirement to comply with the Government Security Policy Framework and the Data Protection Act 2018 / General Data Protection  Regulation. 















NHSmail to Government Domains

Email sent to government domains is automatically encrypted to the recipient’s email system as specified in the gov.uk DNS service as long as their system accepts encrypted connections (note all government email services are required to support this). 

Where government organisations comply with their statutory requirements, NHSmail users are assured that the email will be appropriately protected on receipt and not need any additional protection*. 

* Very sensitive email/ shared mailboxes

.gov.uk .cjsm.net .pnn.police.uk .mod.uk .parliament.uk













Government Domains to NHSmail

NHSmail accepts encrypted connections when offered

We do not process any new requests for enforced TLS for the clinical risk of not delivering time sensitive email

Should a government organisation want to do enforced TLS:

they need to set that up locally on their sending infrastructure

They must also undertake joint clinical risk assessments for the data flows they have with the organisations they exchange data flows or agree that none of the email they send is clinical or time sensitive

The service meets the secure email standard and ISO 27001 (plus other certifications)

All Organisations that use the service are subject to Health and Social Care Information Governance requirements

.gov.uk .cjsm.net .pnn.police.uk .mod.uk .parliament.uk













Managing Leavers
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Managing Leavers

Start of by leveraging the local identity capabilities

Use sub domain branding for receive aliases e.g. firstname.lastname@org.nhs.net

Use dynamic distribution lists based on Organisation, departments, work area, roles etc.

Email can then be sent to the sub domain address or the role

When marked as a leaver subdomain aliases and dynamic distribution list membership based on organisation is removed when the account joins another Organisation (if not joined deleted after 30 days)















Exit Process

The mailbox is not the corporate repository of information as detailed in the AUP

As part of the exit process ensure the employee has exported any corporate information out of the mailbox into the relevant corporate repository

Ensure any delegated mailbox access is removed (can be done by the user or LA)

Remove membership from static distribution lists (owner or LA)

Mark as a leaver















Automated leavers

As part of the opt in integration into ESR and local active directory users can get automatically processed as a leaver

We know organisations are concerned about data being retained by the employee

We are investigating a mechanism to automatically export mailbox contents and empty the mailbox as part of the automated leaver process













Forward Look
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IG Capabilities – Coming Soon

Improving security, User Experience and Cross-Sector Collaboration

Anti Spoofing

Password Enhancements

Password Change Frequency

Identifying Active Shared Mailboxes

Bidirectional synchronisation with ESR and Local Active Directory



















Anti Spoofing

Improving security, User Experience and Cross-Sector Collaboration

Spoofing – the primary source of malicious email and a barrier to using email to eliminate fax machines and post. Currently anyone can send an email from any system and pretend it has come from NHSmail.  

We first announced intentions to turn off spoofing 2 years ago.  

Spoofed email is currently set to quarantine for email to/from the Internet

We will be turning on quarantine for TN/HSCN on the 14th May 

We plan to move to block on the 9th July 2019



















Password Enhancements

Improving security, User Experience and Cross-Sector Collaboration

A banned password database – to eliminate common or compromised passwords. This will include common passwords from the existing Services based on a password audit and will include integration with the HIBP password checking service to detect compromised passwords.

Updated password complexity – although active directory complex passwords are enabled it does not support the guidance from NCSC so we will update this accordingly. This will be applied to passwords being set by Local Administrators in the Portal and end users through self-service. This will include the ability to set different complexity rules for application accounts.

Notification of Password Reset – when a password is reset by a Local Administrator or through self-service an email will automatically be sent to the end user to notify them this has happened. This is intended to discourage potential misuse of this feature by Local Administrators. These events are also recorded in the Portal audit log.

Password Expiry Reporting – the date on which a user’s password will expire will be shown on the user’s profile page within the Portal; it will also be shown on the mailbox report. This will be updated each time an end user or Local Administrator resets a password.



















Annual Password Changing

Improving security, User Experience and Cross-Sector Collaboration

Currently users have to change their password four times a year (every 90 days).  



With the enhancements to password policy and login reporting to administrators/users we will be able to increase to yearly password changing in line with NCSC guidance.



Expected to have a significant positive impact for users and helpdesks.



















Shared Mailbox Information

Improving security, User Experience and Cross-Sector Collaboration

Activity over the last 13 months

Shared mailboxes are accessed by the delegate account and therefore do not themselves have a last login date.  

To help identify active and inactive shared mailboxes a report will identify when activity was last detected within that shared mailbox such as sending email or mailbox content changes (not just receiving email).



















Bidirectional Synchronisation

Improving security, User Experience and Cross-Sector Collaboration

ESR and local active directory synchronisation

 

Single sign on using NHSmail credentials to Organisations local active directory enabling all local applications to use one identity. Tied into the existing self service account unlock and/or forgotten password reset capabilities this will make a big difference to staff who can waste significant amounts of time not being able to get into their account.

Replication of the national password policy written by DSC to all NHS Organisations ensuring a consistent password policy across the Country

Automated add, change and removal of accounts ensuring those that leave the NHS do not have access to their account after leaving or for those that transfer organisations have this happen seamlessly with no loss of service.

Enhanced reporting – highlighting accounts not linked to ESR by Organisation, variations between ESR and NHSmail, synchronisation/ change reports

Significant reduction in administration effort and Improved employee onboarding experience



















www.digital.nhs.uk

     @nhsdigital

enquiries@nhsdigital.nhs.uk

0300 303 5678
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